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COMMENTS OF McCAW CELLULAR COMMUNICATIONS, INC.

McCaw Cellular Communications, Inc. ("McCaw")' hereby submits its
comments in support of the joint proposals of the Mobile and Personal Communications
Division of the Telecommunications Industry Association ("TIA") and the Cellular
Telecommunications Industry Association ("CTIA") for limited modification of Section

22.919 of the Commission’s Rules.? McCaw believes that adoption of the limited

! McCaw is a wholly-owned subsidiary of AT&T Corp.

2 See Joint Reply of the Mobile and Personal Communications Division of the
Telecommunications Industry Association and the Cellular Telecommunications
Industry Association, CC Dkt. No. 92-115 (filed Feb. 2, 1995) ("TIA/CTIA Joint
Reply"). These comments are being submitted pursuant to the Commission’s Order,
(continued...)



revisions set forth by TIA and CTIA will retain critical safeguards against fraudulent
cellular usage while seeking to accommodate legitimate needs for alteration of cellular
telephone electronic serial numbers ("ESNs").

McCaw viewed adoption of new Section 22.919, which embodies previously
established Commission policy and practice, as an essential step in combatting cellular
fraud. McCaw accordingly opposed efforts to modify or undercut this rule in the
petitions for reconsideration of the Part 22 Rewrite Order.>® McCaw did observe,

however, that the Commission could resolve any uncertainties by "clarify[ing] that

2(...continued)
DA 95-402 (Mar. 2, 1995) ("Extension Order") in connection with the petitions for
reconsideration of the Report and Order in the above-captioned proceeding, 9 FCC Rcd
6513 (1994) ("Part 22 Rewrite Order"). McCaw understands that no additional
submission, as contemplated by the Extension Order, was made by TIA and CTIA, and
thus only proposals contained in the TIA/CTIA Joint Reply are the subject of these
comments. See Extension Order, { 4.

3 See Comiments of McCaw Cellular Communications, Inc. on Petitions for
Reconsideration and Clarification, CC Dkt. No. 92-115, at 4-16 (filed Jan. 20, 1995)
("McCaw Reconsideration Comments"); Celltek Corporation Petition for
Reconsideration to Proposed Changes to FAR 22.919; Cellular Paging Systems, Inc.
Petition for Reconsideration; Petition for Reconsideration of C-Two-Plus Technology,
Inc.; Petition for Reconsideration of The Ericsson Corporation; Zachary Len Gibson
Petition for Reconsideration; Edwin G. Jones Petition for Reconsideration; MTC
Communications Petition for Reconsideration; Sound & Cell Petition for
Reconsideration to Proposed Changes to FAR 22.919; M.C. Stephan Petition for
Reconsideration; the Mobile and Personal Communications 800 Section of the
Telecommunications Industry Association Petition for Clarification and
Reconsideration.



software and firmware upgrades to phones that are not associated with the ESN are
permitted."A
TIA and CTIA have suggested modifications to Section 22.919 that would:

(a) require that cellular mobile equipment receiving Type

Acceptance approval after July 1, 1995 comply with industry

authentication standards, and (b) allow manufacturers to transfer

ESNs in connection with normal repair and service upgrade

activities provided that (i) the unit’s original factory-set ESN is

utilized at all times to uniquely identify the unit, and (ii) if the

unit has been activated for service on a carrier’s system, any

transfer of an ESN assigned to that unit must take place at a

location owned and operated by the unit’s manufacturer.’
With respect to authentication procedures, McCaw continues to agree that such
protocols in fact eventually will play an important role in controlling cellular fraud.®
McCaw accordingly concurs in the recommendation that all cellular mobile transmitters
receiving type acceptance approval after July 1, 1995, be required to comply with
industry standards regarding authentication. At the same time, authentication alone is
not an adequate substitute for the limitations on ESN manipulation embodied in Section
22.919 -- which the TIA and CTIA joint proposal appears to recognize. This is the
case because some systems may lack the capabilities necessary to deploy the

authentication activities described by TIA and CTIA well into the future.

4 McCaw Reconsideration Comments at 15.

5 TIA/CTIA Joint Reply at 4 (italics in original; footnote omitted). TIA and
CTIA contemplate that the manufacturer rights would extend to a manufacturer’s
commonly owned and controlled affiliates. Id. at 4 n.9.

¢  See McCaw Reconsideration Comments at 15.



McCaw also does not oppose the revisions to the rule intended to permit
"manufacturers to undertake certain unit repair and upgrade activities without
compromising the effectiveness of the FCC’s anti-fraud rules.”” The Commission
should ensure, however, that any exceptions to the general prohibitions contained in
Section 22.919 on ESN alteration, transfer, removal, or manipulation must be both
carefully crafted and strictly enforced. As the Commission is well aware, as soon as
one loophole is closed, perpetrators of cellular and other telecommunications fraud find
another means to pursue their illicit activities. The Commission must ensure that any
revised rule section concerning ESNs does not somehow, regardless of the intentions of
TIA and CTIA, open the door for fraudulent use of cellular phone service.

For the reasons stated above and in its earlier comments on the reconsideration
petitions, McCaw supports limited modification to Section 22.919 of the Commission’s

Rules as suggested by TIA and CTIA, but also urges the Commission otherwise to

7 TIA/CTIA Joint Reply at 7. For example, the United States District Court for
the Southern District of Texas recently issued a preliminary injunction (a copy of which
is attached) determining that emulation violates the Commission’s policies and enjoining
the defendants from emulating the ESNs of cellular telephones where Houston Cellular
Telephone Company is the carrier.



maintain the limitations on ESN manipulation due to their importance in Commission

and industry efforts to combat cellular fraud.

Respectfully submitted,

McCAW CELLULAR
COMMUNICATIONS, INC.

By: W&% d

Cathleen A. Massey

Vice President - External Affairs
McCAW CELLULAR
COMMUNICATIONS, INC.
1150 Connecticut Ave., N.W.
4th Floor

Washington D.C. 20036

(202) 223-9222

April 3, 1995
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TELEPRONE COMPANY, g Michast N. Moy, G
$
versus § CviAchoN H-95617
$
JorN C. NELION, Doing Business 33 Both ¢
Call Thme Cothutier mnd Astion Callules sd $
Daary HART, Doing Business as §
Amion Celluler and $
ACTION CBLLIZ AR RXTRNSION, Inc., §
:
PRRMANENT DNFUNCTION
A Findings.
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Based oa the atipuistions and evilence, the court rmices these Sadingic

Jolm C. Nelson, ¥, who hws done business as Ooll Time Calluler sad who is a
repressntative of Astion Celhuilar Evteasiors, Inc, has engaged in the exmistion of
the clectronlc serial mimbers of celluler telephones sinve Angust 9, 1994

Dasicl K Fimt, = 8 repregentative of Actios Celtuiar Extensions, (ug., bus cugaged
hsumaummmdunmmm
1S, 1994,

Action Cellaier Extenions, Inc., hes sagaged i the smmistion of the slectronic serial
munibess of celialer telephonss sinos Duoember 15, 3954.

On May 4, 1531, after notics in the Federal Rogister, tio Foderal Compwnicmions
WMMMM“UQNMMW-QM
Mz fix Calluber Communications Systeras; and Amendment 10 Purts 3 snd 22 of Ue
Coramission’s Rules Relative 10 Cellular Communications Systeas. (38 F.CC. 24
45 (1981). It sdopred the technicel specifications e celular telephones that ssch
telophone have s unique dectronic senn) maonber. Thig order was poblished 0 the

GHI8 B NOLS™ udTR:ER  S6. D2 A



Federsl Regioter on My 21, 1981 (46 Fed. Reg. 27655) with carvections on Juns 16,
1981 (46 Fed. Reg. 31417).

s. On September 9, 1994, sfter notice in the Federal Regieter, the PCC imued the

Rovision of Part 22 of the Cosmmission Rules Goveraing the Public Mobilo Sorvices
(9 BOC Rod 6513 (199¢). This FCC order was poblished in the Pedaral Reglater on
November 17, 1994 (55 Fed. Reg. 59502),

6.  Houston Collvler hes suffired brepurable dermage 25 & conseience of defsadunts’

onuslation of the dlectroaic serial sumbers of calluler telephoney fir which it s the
cervier. The defndants’ actions have depsived Houstou Cellider of monthly socess
chages sl uther per uait chegm e customers would owe for additions]
connectiony.

7. Athough the damege is describsble, Houston Cellolsr canmot refebly quentidy i,

making the logal remedy inndoquete. -

8  Theacts ofths dellndmts are snalogous 1o their ksving installed wnsathorized acoess

to & cable tulevision netwark. This pivecy injures the utifity aad s Tagitimate
CUMOTINS.

9. gigglggg sdversely sffcted by

the restrictions this injunction impotes on Neleoo snd Hast,

B. Conclusions.

1. The FOC anders wers seguisrly mads, published in the Fodors! Register, snd served

on defondants by poblication. 5 U.S.C. § 552(aX1). Ses alw, Fed Crop Iax. v.
Merrttf, 332 U.S. 330, 384-85 (1947).

3. Thess orfers adopeed by the FOC constitute orders within the mesaing of § 401(b)

(47 U.8.C. § 201(b)) of the Commmmication Act of 1534.

3. Enwiation of the elsctronio sarisl smenbers of celiuiar telephones by Nelson , Hart. and

Activn Celluler Bxtensions, Inc., violates the two FCC ardars.

4. Section 4010) of the Communication Act of 1934 expresly suthodims injunctive

veolief for & pasty injured by discbedisncs of sa FOC order. ‘The prerequisite of
iggﬁiggagi » exprosally
wsthorized by statuee. Uinited Siases v. Hayes Int T QSP SF24 1008, 1048 (5th
Cir. 1060X Greshamw v Windrush Portwers, 730 F.24 1417, 1423 (11th Cir. 1084).

Egeﬁﬂs&igﬁagggsg
this mandard, having found that it was in fhee rveperably injurod by defendants’ uots
and n an amount not susoeptidle (o calaudation, the court conclades that launctive
relief ts svalable m corwnon law
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C. - Inpnction.

Colluler Exteruions, Inc., ars enjoined permencntly Som exmiadng cloctronic serisl numbers
of colltiar tslephones for which Hauston Celiular bs the carrier.

C. Dosuments in sritgﬂfq%to'
services to skes, tranefly, emulate or Bﬂ?ﬁo&og.ﬂt .
g&ﬂuc—ﬁlﬂg o

D. Documents evincing 8 business relation of trarmmction with
Inc

- 8 A compiets sopy of all duta on anty storage madium, tacluding paper-
iggg;gzig
Opuical, and tape &eives sad RAM). Howston Celluler will reinbures
the doRndents for copying costs incurred ia producing s hard copy.

3. Withthe exception of Houston CoBuler subscribery’ sexvice orders or eoatracts, the
defeodamts mre extitled 10 retsin the originels of those documents, providiag Houson
Callular wath photocoples. ?gl«g%&n’;
Celiutar subscribers’ servios arders or contraots only fos the purposs of smisting in
sovenwilation. ?§3i8§§ﬁil
9«85133 the re-eamslation of upon written request of Howston Cellules.
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This order doss not require that the defndants producs C2+ Technology, Inc.,
proprietary information, equiprosst, of accessaries is uny form.

Thisis ¢ finel judgmest The court reteins jusisdiction 1o enforce the ingimction and
the smtiement flum which k wose.

Signed March 13, 1995, a2 Houston, Texas,

Lym N Hughs
Unlted States District Judge
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CERTIFICATE OF SERVICE

I, Robin Walker, hereby certify that I have caused a copy of the foregoing
Comments of McCaw Cellular Communications, Inc. to be served this 3rd day of
April 1995, by first class mail, postage prepaid, to the persons set forth below.

Michael F. Altschul, Esq.

Randall S. Coleman

Andrea D. Williams, Esq.

Cellular Telecommunications
Industry Assocation

1250 Connecticut Ave., N.W.

Suite 200

Washington, D.C. 20036

Grier C. Raclin, Esq.

Anne M. Stamper, Esq.
Gardner, Carton & Douglas
1301 K Street, N.W.

Suite 900, East Tower
Washington, D.C. 20005

Ao B Wakkor

Robin Walker




